Building the Virtual Machine

e Assuming all the necessary KVM packages have been installed for Ubuntu 22.04 LTS and
we have an existing Debian12 ISO file we can simply use the virt_inst.txt file to begin the
Virtual Machine, or VM, construction. To execute the text file, we use bash:

johnny@cheese:

johnny@cheese:
johnny@chees

e Next, we're prompted with the installation menu for the Debian 12 distribution.
Normally, we’d choose Install option, but we’re going to automate this entire process by
choosing the following inputs: Advanced Options -> Automated Install
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e Afterwards, the process will be set up for automated installation, it will then prompt us
for the preseed file, the file that has all the configuration options defined for us. The
location for my preseed file is located at jran.sdf.org/vmscripts/preseed.txt:

{ [11] Dounload debconf preconfiguration file |

In order to perform an automated install, you need to supply a preconfiguration file (which can in turn pull in other
filesy. To do that, you need to provide a (perhaps partial) URL.

This can he as simple as the machine name where your preseed files reside up to a full URL. Any of these could he
made to work:

intra [for example.com, these three are eguivalent]

intra.example.com : :

http://intra.example.com/d-1i/. /lennyspreseed.cfg

http://192.168.6. 1/ phil/testd 7. txt

floppy: //preseed.cfg _

file://shd-mediask iosks . /preseed.cfg

For fully automated installs, preseed/url should itself he preseeded (via kernel command line, DHGP, or syslinux.cfg
on customised media).

See http://wiki.debian.orgsDebianInstaller/Preseed for inspiration.

Location of initial preconfisuration file:
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e If our minimal installation of Debian12 is successful we should see the login screen for
ttyl:
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e We can simply login to our VM, the user is tux and password being vmware12 as defined
in our preseed file
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Setting Up the Path Environmental Variable

e Next, we simply set up our PATH environmental variable. This allows us to define paths
to executable files or scripts for the system whenever a file or script is executed
anywhere on the system. In other words, it allows us and the system to execute files
without needing to specify the path to them. We achieve this by editing the .bashrc file
with the following:

port PATH="'%

.hashrc' 1150,

e This lets us define executable files and scripts within the bin directory inside the user’s
home directory. We can apply this to our current session by running: source .bashrc

e We know this works if after we source .bashrc on the commandline the PATH variable
when echoed will have the bin directory within the user’s home directory inside the
PATH variable like the following:

tux@debian: ™% echo #FPATH

Shomestuxsbhin: susrslocalsbin:susrsbin:sbin:fusrslocalsgames: fusrs

tux@debian: ™

Gathering the Scripts within the Bin Directory

e First, we can actually use the SSH service to control the VM from our main terminal in
the host system. We’d simply use the command ip a to get the IP address of the VM and
utilize that for the SSH command in our host system.

e After connecting to tux through SSH from the host system to the VM system, we can




e Once the scripts have been gathered within the bin directory, we now turn on the
executable permission so we can execute these scripts by using the chmod command:

tux@deblan

tux@debian: LS
addUser.txt heredoc.txt post_install.txt upit.txt

tux@debian: $ ]

Using the Scripts and Ensuring Success

e Next, we login as root to store an essential script, that updates the entire system, within
the bin directory of root’s home directory. Since the preseed file provided no password
for root, we simply use the passwd root command and set one for root, otherwise we’re
locked out of root.

e After escalating privileges, we create the bin directory within root’s home directory and
store the upit file within it so quickly update the system at any time.

an:~/bin# 1s

an:~/bin# cat upit




e Once the script has been housed, we return to the tux user and execute the command
to preform the script as the root user, then return to the original user, tux:

tux@debian:
# sudo su -
tux@debian:

4 GNU/Linux

e After executing the upit script, we can execute the heredoc script, we know its successful
if the .funcs has been implemented within the .bashrc:

tux@debian:~$
Did you cr 2 you /home/tux/bin dir?

export PATH="$HOME/bin:$PATH"

if [ -f ~/.funcs ]; then

"




e After the heredoc, we then execute the post_install script which installs additional
packages for our VM:

HLlC:
HLE:

tux@debian:
-bash: 11: comma
tux@debian:~%
tux@debian:~$

o 'r' '|‘-I.!_ r =

dr




e Afterwards, we verify that functions have been implemented by using the source command for
both .bcrc and .funcs files:

tux@debian:
tux@debian:
</pre
tux@debian:~$
<!DOCTYPE html

tux@debian:~$
64
tux@debian:~$ csz
15.00
tux@debian:~$ ||

e One additional check is to see if we can compile from source, here’s a simple C++ program that is
fully functional and compiles without error:

{
<< "Hello World!\n";

tux@debian:
Hello World!
tux@debian:




Setting Up User Management

e Before we add any users, we have to set up the actual configuration file and the skeleton
template within the /etc directory. Focusing on the /etc/skel directory we simply elevate
privileges by becoming root and copying the tux user’s files and directories into the
/etc/skel. We also added additional directories that’ll automatically be added to the
user’s home directory when we create their account:
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root@debian:




Focusing on the configuration file, we have to enable some default values within the
/etc/adduser.conf file. Specifically the default values for the home directory location of
the newly added users and where to acquire the template home directory. The home
directory location would be /home while the template home directory would be located
within /etc/skel.

Once enabled, we can add an individual user using the adduser command. By default,
adding a user this way is meant to be interactive by allow us to define the password of
the user, a description that can be a full name, email, room number, or some other
unique identifier besides the username. Utilizing the config file, we can define and refine
more groups for different users. However, we can start by adding a simple user as
follows:

tux@debian:
= h: ac

tux@debian:
,'-' If'_'! [j '] n %1

aing u

tﬁx@deh{an:

tux@debian:
bin c++ [
tux@debian:




e On our original terminal within the VM, we can verify that this user was successfully
added by using the tty1 login as follows:

iebian GHUALinux 12 debian ttyl

n login: Jjohnny

C Debian &.1.85-1

nare free software;

ribed in the

A Ahomes johnnysbin: Ahomes johnnysincl ‘usrslocalshin: s

e We can take this a bit further by automating the process of user creation given a list of
users. For example, say we have a list of emails that represent incoming employees,
utilizing a script called addUser.txt we can easily implement multiple users at once
without issue. Note that automating the reverse process of deleting users can be done
as well.

gmail.com
*man? com

emails.t




e To verify if the users have been properly made, we use the /etc/passwd file and the
/etc/shadow file to see if the users have been added and have assigned passwords:

e We can also see a long string of characters after the left-most field indicating that each
user has been assigned a password



Setting Up Serial port

e Next we set up the Serial capabilities of the VM by activating the serial service. We use
the systemctl command to start and enable the service. We can check the status using
the systemctl command as well:

tux@debian:

: enabled)

d

$ _

tux@debian:

e We can utilize this service by doing the following within the VM window: go to view ->
console -> serial port]

e This service allows us to reboot the VM without losing our monitoring capabilities, this
comes into play later when we’re almost done adding extra storage to our VM



Setting Up Storage

e First, we can add virtual disks using the VM window. This simulates installing more hard
disks onto the rack of a server. We’re going to add two more 5 GB virtual disks
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e We can verify the installation of our virtual disks by using the Isblk command:

tux@debian:~$ 1sblk
NAME
sré
vda
vda1
vda2
vdab
t:debian——vg—root
debian--vg-swap_1
vdb
vdc
tux@debian:~$ ||
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e Since our virtual disks are being detected as vdb and vdc, we simply use the fdisk
command to create LVM ready partitions using the entire disk and with the type of 8e.
The following is an example of a LVM ready partition on the vdb drive:

Device Boot Start End Sectors Size Id Type
/dev/vdb1 2048 10485759 10483712 5G 8e Linux LVM

e Using Isblk again, we can verify if our new LVM partitions on each disk is being detected
and recognized:

254 : 0
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e After verifying that our partitions are being recognized, we can then use the
pvcreate /dev/vdb1l /dev/vdcl command to add both partitions into the physical
volume pool. List our physical volume pool showcases that this was a success

root@debian:~# pvs
PV VG Fmt Attr
/dev/vda5 debian-vg lvm2 a--

/dev/vdb1 Lvm2
/dev/vdc1 Lvm2

e Now we dedicate the two partitions towards a volume group, which I'll name backupVG.
This can be done using vgcreate backupVG /dev/vdb1 /dev/vdcl allowing us to create
logical volumes. Using pvs command again allows us to see if these partitions were
dedicated towards the backupVG volumegroup:

root@debian:~# pvs
PV VG Fmt
/dev/vda5 debian-vg lvm2

/dev/vdb1 backupVG 1vm2
/dev/vdc1 backupVG Llvm2
root@debian:~# | |




e Moving onto logical volumes, we simply define the size and which volume group to pull
volume from. We can use the lvcreate command to create a logical volume named
backupLV with the size of 5 GB. Using the Isblk command again showcases that the
partitions are dedicated towards a volume group and a logical volume. In addition, we
can use the lvs command to verify if the logical volume is 5 GB. Since we only use 5 GB
of the total 10 GB from both partitions, we can extend the volume of backuplLV if we
need more volume.

root@debian:~# lvcreate --size 5G -n backRuplLV backupVG
Logical volume "backupLV" created.
root@debian:~# lsblk
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root@debian:~# vgs
VG #PV #LV #SN Attr
backupVG 2 1 0 wz--n-
debian-vg 1 2 0 wz--n- <2
root@debian:~# |




Mounting Storage

e With our newly installed storage, we can now prime it for use by assigning it a location
through mounting. First we have to apply the ext4 filesystem to the logical volume by
using the mkfs command like the following:

root@debian:~# mkfs. :.’ devfbachupVG/baibuva
mke2fs 1.47.0 (5- FPb
Discarding device bln‘_g: done
Creating filesystem with 1310720 4R blocks and 3:
Filesystem UUID: S4bab2fd-f540- 46r6 bfac-8111a7b:
. bLock bathupe stored on bl :

]bau4@,

Allocating group tables: done

Writing inode tables: done

Creating journal (16384 blocks): done

Writing superblocks and filesystem accounting information: done

root@debian:~# |

e After setting the filesystem, we can use the mount command to mount the logical
volume onto a specified location on our main vda virtual disk. In this scenario, we’re
going to mount the logical volume onto a backups folder within the /mnt directory.
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e We can verify mounting by adding a file to see if when we unmount the logical volume,
we’ll be unable to access that file. This occurs as the mount point is a connection that
allows use to access the other storage disks, without a mount point, we can never
directly access it from our vda disk drive. Here’s an example of what should occur when
we unmount the /mnt/backups directory:

-rw-r—-r-- 1 tux tux 78 Apr 24 22:24 note.txt

root@debian: ; # cat note.txt

Hi! This is the logical volume stored in the Volume group of both vdb and vdc
root@debian: # (]

root@debian: # umount backups
root@debian: # 1s
root@debian: # cd backups/
root@debian: # s
root@debian: # 1L
total 8

drwxr-xr-x 2 root root
3

drwxr-xr-x root root

root@debian:

root@debian: . # 11
total 28

drwxrwxrwx 3 root root 4096 Apr
drwxr-xr-x 3 root root 4096 Apr
drwx 2 root root 16384 Apr
-rw-r--r-- 1 tux tux 78 Apr
root@debian: # cat
Hi! This is the logical volume stc
root@debian: . # ||
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e Asshown in the series of screenshots, we have the initial note.txt file stored within the
/mnt/backups directory stored in the logical volume of backupLV. When we unmount the
/mnt/backups directory we are suddenly unable to access that file because we have no
mount point for the logical volume. Remounting the backuplV logical volume back onto
/mnt/backups directory grants us access to the note.txt file.



e The only issue with this method of mounting is that when we reboot the VM system, the
mount point will be lost, meaning we can no longer access the files within that backuplLV
logical volume. Therefore, to make this mount point persistent we use the /etc/fstab file
to permanently mount the backupLV logical volume onto the /mnt/backups directory.
We need the UUID of the backuplV logical volume in order to have a consistent and
reliable mount point that persists through shutdowns and reboots:

/media/cdrom@  udf,iso09660 user,noauto

UUID=94bab2fd-f540-46c6-bfac-8111:

e Going back to our original serial port console on our VM window, we can simply command a
reboot of the VM system and verify that the mount point persists. As showcased below, the
note.txt file within the /mnt/backups was still accessible immediately after a reboot

yian on pts, (Wed 04-24 22:41:42 UTC):

f both vdb and




Starting a Webserver Within Our VM

e To make this work use python, websocketd, and change localhost with ip address of vm,
make count.sh executable

e We take our VM further by using the /var/www/html directory to host a web server.
There are many approaches to this, but a simple implementation is using python3
package to jumpstart a http.server from within any directory, in our case this is the
/var/www/html directory. Below | have a host of .html files and an executable count.sh
file and use the following command to start a webserver within our VM

tux@debian: } 1s
count.html count.sh in html websocketd_info.txt
tux@debian: ' n3

ny v HTTE nn
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e To access the webserver, we have to use the ip address of the VM at the port 8000.
Otherwise, we’ll be unable to access the webserver. Entering this in the address of a
web browser shows the default page of Apache2 meaning Success as the web server is
properly serving the index.html file

U & 192.168.122.198:8000

Debian Logo

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server ins
at this site is working properly. You should replace this file (located at /var/www/html/index.htn
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably mea
that the site is currently unavailable due to maintenance. If the problem persists, please contact th
site's administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and sf
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if |
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:




e We can actually access bash executable files through the web server by utilizing
websocketd to open a port on 8080. This executes the shell file and outputs it to the
system requesting on that port. We can start this port using the following:

tux@debian:

e On our previous address, we just add /count.html to request the output of the count.sh.
Here’s what is outputted when we access the count.html file that is connected to the
count.sh executable file through websocketd

L C O & 192.168.122.198

CONNECT
MESSAGE:
MESSAGE :
MESSAGE:
MESSAGE :
MESSAGE:
MESSAGE:
MESSAGE:
MESSAGE:
MESSAGE:
MESSAGE: 10
MESSAGE: 11
MESSAGE: 12
MESSAGE: 13
MESSAGE: 14
MESSAGE: 15
MESSAGE: 16
MESSAGE: 17
MESSAGE: 18
MESSAGE: 19
MESSAGE: 20
MESSAGE: 21
MESSAGE: 22
MESSAGE: 23
MESSAGE: 24
MESSAGE: 25
MESSAGE: 26
MESSAGE: 27
MESSAGE: 238
MESSAGE: 29
MESSAGE: 30
DISCONNECT

[Tl - RO - BT R S SU I S Ry



e We can also modify the index.html default file to any design we desire. For example, |
simply replaced the index.html file with a quickly written hl html tag and a body html
tag. Going back to the original address that automatically points to the index.html
outputs the following

&« =2 G O & 192.168.122.198

Index.html, This has replaced teh orgiinal apache tutorial

This is the different index.html that has replaced the normal apache server html file



